Privacy Policy

General

Our commitment to protect your privacy

ACRE

Thriving Rural Futures

We are the Australian Centre for Rural Entrepreneurship (ABN 17 165 086 395). We are committed to protecting your
privacy. We support and are bound by the Australian Privacy Principles under the Privacy Act 1988. This Privacy Policy
contains information about how we collect and handle personal information. It also has information on what to do if you

have questions, concerns or complaints.

What information do we collect?

Personal information is any information that can identify
a person. We only collect information that is reasonably

necessary for our work. We collect information from our:

e school educators,

e students and families,

e participants of other ACRE programs or

services,

e volunteers, and

e prospective employees.
This privacy policy applies to the groups of people
identified above. We also collect and handle personal
information about our employees. Details of the specific
procedures relevant to how employee information is
collected, used and handled is set out in our People and
Culture Privacy Policy.

Please see the ‘More Information’ section below for
more detailed disclosure about the information we may
collect and handle about you.

How do we collect information?

The main way we collect personal information about you
is when you provide it to us directly. However, in some
cases we may collect personal information about you
from a third party. You can find more details about how
we collect personal information in the ‘More
Information’ section below.

Itis up to you how much information you would like to
provide to ACRE. However, if you do not wish to provide
certain information requested by us this may limit our
ability to engage with you and carry out our functions
and activities. We will only seek information from others
with your consent or if it is not reasonable or practical to
get the information directly from you and it relates to our
programs and activities.

How do we use your information?

We use your personal information to provide and
manage our services and conduct our operations and
activities. You can find more detailed information about

how we use your personal information in the ‘More
Information’ section below.

How do we keep your information?

ACRE takes the security and confidentiality of your
information very seriously and are committed to
safeguarding personal information in compliance with
the Privacy Act 1988 (Cth).

We have tools, systems and procedures designed to
securely manage data and to protect against misuse,
interference, loss, unauthorised access, modification,
or disclosure.

Our safeguards include:

e Encryption: Our cloud-based productivity
platform encrypts data in transit (TLS) and at
rest (AES-256), as does our Customer
Relationship Management platform (CRM), with
additional encryption for sensitive data like
children’s information, ensuring protection from
unauthorised access or tampering.

e Access Controls: Both platforms use role-
based access controls, multi-factor
authentication, and optional single sign-on
(CRM) to restrict data access to authorised
staff, preventing unauthorised use or
modification.

e DatalLoss Prevention: DLP policies detect and
block unauthorised sharing of sensitive data,
while audit logs track all interactions, reducing
risks of misuse or disclosure.

e Secure Storage: Data is stored in Microsoft’s
Australian and global data centres and AWS
infrastructure, with redundancy to prevent loss
and strict security to block unauthorised
access. Files are encrypted and accessible only
to authorized users with strict permissions

e Data Retention: We retain data only as long as
necessary, securely deleting or de-identify
information when no longer needed, minimising
exposure risks.
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e Compliance: Both platforms provide Data
Processing Agreements, ensuring lawful
processing and prompt breach notifications,
aligning with Australian privacy laws.

We obtain parental consent before collecting children’s
personalinformation and limit data use to our programs
and services.

Our staff are trained in data protection, and we maintain
policies to ensure compliance.

Data may be processed overseas, but both platforms
guarantee equivalent protection to Australian standards.
In the unlikely event of a breach, we will act swiftly under
the Notifiable Data Breaches scheme.

Everyone within ACRE who works with children or other
vulnerable people or has access to their personal
information has had to satisfy the screening
requirements set out in our Child Protection Framework,
which may include police checks and working with
children/vulnerable persons checks (as applicable).

Contact our People and Culture Advisor at
info@acre.org.au for questions or concerns.

How long do we retain personal information?

We retain personal information only as long as
necessary for its intended purpose, legal compliance, or
dispute resolution. General client information is kept for
7 years after the last interaction. Children's information
is retained until age 25 or 7 years after the last
interaction, whichever is longer. When no longer
needed, we securely destroy or de-identify it per
Australian Privacy Principles.

When do we disclose information to others?

Your personal information may be disclosed outside
ACRE for the primary stated purpose for which it was
collected. ACRE will not otherwise give your personal
information without your consent unless one of the
exceptions under the Australian Privacy Principles
applies.

Except as described in this Privacy Policy, personal
information will not be disclosed to any third parties
unless required or authorised by law. You can find more
detailed information about when we disclose personal
information to others in the ‘More Information’ section
below.
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When do we disclose your information overseas?

In order to manage information we collect from you, we
may use service providers with cloud-based hosting to
facilities that are located outside Australia.

The countries in which these facilities are likely to be
located include countries within Europe, the United
States and Japan.

To help prevent online fraud, we also use an offshore
service provider in the United States to process some
limited supporter personal information in order to
strengthen our systems.

When we engage service providers we ascertain if they
are also subject to, or will act consistently with,
Australian privacy law and/or take steps to ensure that
our service providers only use the personal information
to provide services to us and keep it confidential.

How can you find out about your information and fix
it, if it’s not correct?

We will always try to make sure the information we get is
accurate.

You have the right to access and correct your personal
information.

You can access, update or correct the information we
have collected by emailing: info@acre.org.au or calling
our office: 035728 2916

What to do if you have a query or complaint?

If you have a query or complaint about how we manage
your personal information or would like to know more,
please call us on 03 5728 2916 or email
info@acre.org.au .

If you do make a complaint, ACRE will let you know that
your complaint has been received, provide you with our
contact details and advise you when we can provide a
response to your complaint.
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More Information
Volunteers

This page applies to you if you are a volunteer. A
volunteer is a person who donates their time and
expertise, whether for a single event (eg Entrepreneur
guest speaker) or on a regular, on-going basis (through
programs such as Social Enterprise Schools etc).

What information do we collect?

The kinds of personal information that we collect and
hold about you may include:

* personal details, like name and date of birth;

* address, contact and emergency contact
details;

* referee names and contact details;

® screeningresults;

* information we are required to collect by law,

such as criminal history details and working with

children credentials under child protection
legislation applicable in the relevant State or
Territory;

® career history, education and qualification
details;

¢ information about any previous interactions you

may have had with ACRE and

* survey responses that will help us improve our

processes and activities.

Any information that is made known to ACRE through our
screening process will remain strictly confidential. How

do we collect information?

How do we use your information?

We use personal information that we collect about you

for the following purposes, to:

® assessyour suitability to be a volunteer;

® communicate with you about and manage your

involvement with us;
®* conduct screening for volunteering purposes;
e forresearch purposes; and

®* keep you up to date with our initiatives that we

think may interest you.
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When do we disclose your information?
We may share personal information about you with:

® screening agencies;

® schools that are involved with the volunteering
activity/program;

® our partners or supporters involved with the
volunteering activity/program; and

® contractors who perform tasks on our behalf (for
example contractors that do our catering for
programs).
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More Information

‘Social Enterprise Schools’ participants

This page applies to you if you are participating in
ACRE’s Social Enterprise Schools program as an
educator or student/young person (and their parent
or legal guardian).

What personal information do we gather?
We may gather information about you, like:

e name and gender;

e organisation address and contact details;

e your school, position title, year level;

e how students are going at school and in the
program, such as attendance, learning and
achievement, and support needs;

e anyissues affecting students’ education such
as background and equity factors;

e any previous interactions with ACRE.

We will seek your consent to collect this information for
each year the school participates in Social Enterprise
Schools (‘the program’) through a privacy consent form
that remains valid for the duration of your participation
in our programs, unless you withdraw your consent.

Why do we gather personal information from Social
Enterprise Schools’ participants?

We need this information so we can best support your
school’s participants in the program. We use this
information to:

o offer feedback, advice or guidance to teachers
and students;

e understand how well we have supported your
school;

e review, plan and improve the program for
current and future participants.

What happens if you do not give us your personal
information?

We need this information to support you, to deliver
Social Enterprise Schools effectively and identify
opportunities for improvement.

We seek your consent to collect this information through
asking you to sign a privacy consent form that lasts while
you participate in our program, unless you withdraw your
consent.

If you do not provide us some information or withdraw
your consent, we may be unable to provide networking
and learning opportunities offered through the program.
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How do we gather personal information?

The main way we gather your information is when you
provide it to ACRE, directly. For example, we gather
information from

e program expression of interest and registration
forms,

o feedback from your use of the program’s
platform and learning resources or things you
send us,

e completing a questionnaire or participation in
focus groups or interviews.

We may also collect information from publicly available
datasets, such as MySchool website.

When do we share your personal information?
We may share personal information with:

e other program participants through, for
example, the program’s online showcase,
marketplace, community of practice;

e the Social Enterprise Academy overseas for the
purpose of shared learning;

e otherresearchers or others working directly with
us, such as funding partners for reporting and
shared learning purposes. We remove
information that may identify you if those
working with us do not need to know that
information.

We sometimes share the personal information you
provide us, if we are required or authorised to do so by
law. These laws include child protection and information
privacy laws.

Keeping your personal information safe

ACRE has systems and processes to keep all personal
information we handle safe and secure.

We may store your information securely on cloud-based
services. Except where we share your personal
information with the Social Enterprise Academy in
Scotland, we do not disclose to persons located
overseas, without telling you first and taking reasonable
steps to ensure your personal information remains
protected.
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More Information

Prospective employees

This page applies to you if you are a prospective
employee.

A prospective employee is a person who has applied for
a position, whether in writing or verbally, and until such
time as you become an employee with us orin
circumstances where your application is unsuccessful
or does not proceed.

What information do we collect?

The kinds of personal information that we collect and
hold about you may include:

* personal details, like name and date of birth;

® address, and contact details;

* employment history, education and
qualification details; referee names and contact
details;

® screening results;

* information we are required to collect by law,
such as criminal history details and working with
children credentials under child protection
legislation applicable in the relevant State or
Territory;

® career history, education and qualification
details; and

¢ information about any previous interactions you
may have had with ACRE.

Any information that is made known to ACRE through our
screening process will remain strictly confidential.

How do we collect information?

We collect personal information about you in the
following ways, when:

* you make an application for arole, for example
when you send us your resume;

®* you attend, online or face-to-face, an interview;

* we conductreference checks; and youfillin
relevant screening paperwork.

We may collect personal information about you from a
third party, for example from a recruitment agency or in
relation to a police or criminal history check, or a
working with children check. You can change or access
these personal details at any time. However, if you do
not wish to provide certain information requested by us
this may limit our ability to progress your application for
employment.
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How do we use your information?

We use personalinformation that we collect about you
for the following purposes, to:

® assessyour application foremployment;
® communicate with you; and
® conduct screening for employment purposes.

When do we disclose your information?

We may share personal information about you with
screening and recruitment agencies authorised to act for
you in connection with your employment application.

What happens if | become an employee?

Once you become an employee your personal
information will be handled, consistent with our People
and Culture Privacy Policy.

Details of the specific procedures relevant to how
employee information is collected, used and handled is
set out in that Policy, which is available to employees
and prospective employees on request.
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More Information

Supporters and Partners

This page applies to you if you are an ACRE Supporter or
Partner, for example a philanthropic funder, a place-
based partner, or a contracted service provider (e.g.
filming or catering), who engages with ACRE either for a
single event or on a regular, on-going basis (through
programs such as Social Enterprise Schools or
Community Asset ownership, etc...). °

What information do we collect?

The kinds of personal information that we collect and
hold about you (as the nature of the engagement
requires) may include:

* personal details, like name and address,
contact and emergency contact details;

e referee names and contact details;

® screening results;

* information we are required to collect by law,
such as criminal history details and working with
children credentials under child protection
legislation applicable in the relevant State or
Territory;

® career history, education and qualification
details;

¢ information about any previous interactions you
may have had with ACRE and

® surveyresponses that will help us improve our
processes and activities.

Any information that is made known to ACRE through our
screening process will remain strictly confidential. How
do we collect information?

How do we use your information?

We use personal information that we collect about you
for the following purposes, to:

® assessyour suitability to be a partner or
contracted service provider;

® communicate with you about and manage your
involvement with us;

®* conduct screening for program partnership or
contracted services purposes;

e forresearch purposes; and

* keepyou up to date with our initiatives that we
think may interest you.
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When do we disclose your information?

We may share personal information about you with:

screening agencies;

schools that are involved with the
activity/program;

other current or prospective partners or
supporters involved with the activity/program;
and

other current or prospective contractors who
perform tasks on our behalf.
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